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lndlc.torl of fr.udulent O8e. S.. of the .tlp./Option. that. PIX owner .,

take to protect it, equl~t fr~ fraudulent lntruaioa include:

1. Do not activate tbe r-.ote .cce•• f,aturel;

2. In.tall e traffic count.r to eoual the au.ber of call. that utiliee

the r.-ote acc••• feature. Cont-.poraa8008 report..., alert or

.0UfJ' local "'I~t of ulll......l O8e of tb. fe.ture (includl••

ni.ht. and w••kend.).

3. ..,ularl, dl.able and rei••u. per.onal identiflcatiOD nUlb.r.;

4. u•• lOBI (8 to 10 dilit) per.oaal ideatificatioa D~er. rathlr

than ...il, co-pru.i.ed 4-dilit nu.b.r'l

5. a.quire ra ua.ra to 10 tbroqh • cOOIol. with an att_dent to ua.

r.-ot. aCC.I. lonl di,tance featur.'1

6. Set rlX to l.t a line rin. 6 or 7 tt.B. before a .econd dial tooe

b provided. Mo.t beck.n Ulin, an auto dialer aba.don a nUlllber

.fter 3 rin.,. The PIX .bould not aute-atica11J' return interoal

dial ton.;

7. .equir. a .ecODd barrier and lIN before outlOl.. dial tone 1.

provided; .

8. Cr~at• .-lti,l_ barrier. requiriaa dlfferent PINa for .ach barrier;

,. U•• audit trail. to trIck call. plac.d tbrouab tb. r.-ote acce••

unit;

10. Pro,r." to lwit r.-ot. accea. f.ature durin, tbe tille, vhn

1.lit~te traffic i. DOt aaticipatedl

11. Ord.r outlOia. Une. with re.trictloa. - e.,. continntal VI oal,.

no o,.~tor .ce•••• iaternatioaal call. require CODlol.

iat.erftatiOG'

12. 110ck accl•• to ti. 1iDe. to otber til uait'l
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13. Block acce•• to WATS liD" .itbel: ..t1l:ll, or b1 u. of a .ICODd

code;

14. u••• tr.ffic count.1r to "teet .ttack b, boac_Ir.. set a tbre.bold

of a certa1ft n_er of ift'qu.. .Df .tt..,t, within a .peciUed tillle

and activate an alert or report 01: ...0 dtalbl, tb. I:.-otl acce••

unit _tll U: I. r.~.t b, _ bulbi...1 with p.,.1r a,:,tborizaUOD;

15. "'10' a tokeD .cc••• d..ice ..cb AI aD ace••• caI'C. The ace•••

card 4i.,la,. a 'er'aDa1 I_UflcatiOli "'1'. !be'IX _d th.

acc... caN are pro.~d to cMop the .IM .I.u1tatl.oual,. eTel'7

few IIOMDU, at whicb tiM a ...Df a,peu. 011 tbt acce•• calrd.

16. Planqe tbe .,.t. dall, to ..1,.. caU vol\a8., In,tb,

d••Uoau'ou. ad tima.' of call1l

17. Di.cOftGeCt or r..trict .... •• portl .t tbe •• that an ua.d b,

the '9'IOdor for aPcra•• or repair••

VII. JpdMftry Iffpr\1

S...r.l iDduatl'J' for.., .aoh .. til. 'roll Fraud 'nYefttl. CO-ltt.e

(TFPC) and the C.....lcaUoo. ,1'.... CaIltnl AI.ociatlCID...t to coadd.1r _d

n.olv. i ••u.. fayo1viac t.lec~l..ttoe. flraad. Other oraani.atlODI .uch

G .. th. North MeriC*l T,leco-aolcat1oal AlaoclatiOD (JAB). abo d..1 with

iI.ae••ucla AI 'IX taU fraud, equl,..t wlD.lrabiUU•• aIld .af'auardi~

.yat.....-..t .kUlI, etc. "ell of lU•• bodi•• caD ...iat in tile

education plroe••••

NYT, ttlro",h it. JmfII replr....tatl" to tile Toll In••~ntiOD

Ca.tltt•• , bat pl'Opo.ad tile "abj.ct of ,. ~te ace••• flra... ail iI.... for

condderaticm b1 ~bat f.,.. Wldl. tile TftC doe. DOt .et .t_darlll fOI:
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c.ntral office or PIX .qgip.ent -.nufactuze~•• it caD iftfluenc. its ..-b.r.bip

(LICa, Ilea, .forc..-nt ..eaci•• ) to tak. at.,. that will furth.r reduce the

induatry'a vuln.rabilit, to fraud. XYT b.ll.... that diacu.alon of the PIX

toll fraud iaaue in such foruma will b.lp to , ..arata .olutlona to aid tbe PIX

u.er.

VII. CgncluW

"I'. CbahwUI, Hn tort telepboDe 11 "1'7 "Uu.ft, to do it. part to belp

r.duce ancl .U.luta toll fr.... ht u 7ft. c-. .M f~ -1 ta.t1lloa1. we ar.

l:llli tecl in the 1'01. we CaD p18' in aolYiq tlaia .erioue probl.. we "U.v.

that the ({rlt ..4 artP'£1 lin. of ..f la.t ~t. acc••• ,. toll

.bu.e i. preventiOft, and the pr~ r ibillt1 and capabillt, for

prevention U •• with .cluc.teel PIX Ulan. MCMd Uft. of cI.f.... - raal

time cletection of f&'aud ia pl'O,re.. - ia .1tbia tba capaeit, of tbe P. owner

cd the iateracbaDp carder.. Tbe aew .e"ice. recentl, aDDOUDced by ac.e

interexeban,e carrier. to liait tbe effect. of toll fr.ud .re ....,1•• of

.ffectiv. d.t.ctin '1.... 1'be..t.llld Ull. of def••e 1a IdentificatlOll of th.

incid_c. of fraucl aft.r it baa t.keD plue. Jf!T'. Aclvace '1'011 MotlUer

proc.dur•• , for ....,1•• provide tbl. abilit, OD a lillited bula.

'!be cuatOller • waat. th. cODYeDi_o tb. potential aavia••

available thrO\llh ute of the rlllOte .ce oth.r f ..tun. aubject to

fraud, ,hould .110 ...... it. PII to lliatai.. fraudulent opport_iti... P.

manufacturer. pI., a cruci.l rot. b, p~.i.. -.na,..-ot f ••tur•• to PIX

us.r. aDd b7 educatiaa their cuat...ra. '1'be.1IZ on.r belt know. tbe criteria

DEC 17 '93 10:39 212~~



~_i__

•-
• - 13 -

of lecltiJlate caU.. fte 'IX itaelf la the be.t pl.ce to control ad ••aurA

.nd reltdct 'IX ....... In additiDll. t ... later_cbanp CArder baadUnl the

~ iaterLATA aDd laternatioe.l c.ll. orll~tiD& tbrouch t~ PIX can control.

mealure and r.ul'ict .ucb calli. K11' 11 llad to work with PBX cuatOMr••

manuf.cturer.. IXC. and law eftforc__ t ....d.. ita _ att..,t to b.lp reduce

aDd elt.ia.te toll f~ud.

Hr. Cbaim.. on behalf of Hew York teb"".... our cuatDIMr."bo ...

Buffer.d fra- toll !rauel. tball) you for 70V lotenlt D4 for aUowma _ tbi.

time to addr••• ,our co-aittee.
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Nlwlbrk.........

'''-''''IffIA..--New~ ... __ 'ClD3I

July 2. 1992

The Honorable Idward Markey
ChairlUD
Subcc.aitt.. oe T.l.cc....icatica. aDd riDaDc.
Ca.aitte. aD ".rlJ aDd C~rc.
Hou.e AnDa II, .. 316
Wa.hilllton, DC 20515

Dear Chairun Markey:

Attacb.d are ., r••,oaa.. to tbe follow-up ta••tioa. a••ociated
with tbe toll fraud b.ari, _1. J1IM 11~ 1'92, a. r..,.••t •• in
your corr••toMnc. to _ .t" Jwu 22, 1992. .1.... do n01:
h••itat. to caatact .. OD (212) "5-0505 or Sue Irovaiaa in our
Wa.hilllton office on (202) 416-0123 if you n••d aDJ additional
information on th••• i ••u••.

Sincerely,

dah.£.c::1Ir~~~
cc: Myron 5&1&11

Attacha.nt
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FOLLOW-UP QUESTIONS FOR NYNEI

QUESTION 10. 1:

Please refer.nce New York Telephone petition betore the FCC
(attached) dated April 18, 1990, in the matter of:
"Compliance With Opinion No. 90-1.3 ot the New York Public
Service Co..is.ion in Case 88-C-102 lelardin, Blockin, ot
InterLATA 1+ and 10XD:+1 Dialed Call•. " Pale 4, footnote 5
indicate. certain typ.s ot call blockinl (alluded to above)
can "be mad. available at relatively ainor COlt (leiS than $1
million rather than in ezc.II of SlOO million)" in various
switchel within siz months. Eztrapolatinl from that
capability, would it not be pOllible to extend this service to
international call blockinC? It not, why not?

"SPOUSE IO QtJlSUOR NO.1:

The ability of NYT to perfora blockina at the central oftice
is dependent on the type of blocki.. d•• ir.d and th. Iwitch
tecbnolo,y. RYT doe. pertora c.rtaln blockina function. today
under tariff, but al de.cribed below, the•• function. are
sicnificantly different than the international blockin, propo.ed
at the hearinl on June 11, 1992.

The blockina referred to in JrPSC (Mev York Public Service
Commission) Ca.e 88-C-1C2 block. at the c.ntlal ottice Iwi tcl~ &J..l
normally dial.d interLATA 1+ and interLATA 1011I+1 calli (both
domestic and int.rnational while p.raittina interLATA 0+ and
10XXX+O+ dialilll.). The NTPSC forc.d this feature on COCOT
(customer own.d coin operated ~ay t.l.phon•• ) and AOS (Alternate
Operator Servic.) v.ndor. to 81Diai.e wid.lpread fraudulent calls
on these lin•• vbile permittina th. public to mak. op.rator
a•• i.ted call. with their int.reachanl' carri.rof choice. The
COCOT provider...y accompli.h th. blockina throulb their own
public telephoDe ••t., or by u.inl a f.ature NYT va. ordered to
provide in thOle .witchel where t.chnically po••ible.

Thil blockina feature currently offered by NYT (interLATA 1+
and lOXXl+1 blockinl) doel not appear to addre.. the concernl of
PII own.r. or oth.r bu.ine'l cUltoa.r. becau.e it block. &11
interLATA call...d. on a direct-dial.d ba.i. (1-&-, nor..l 1+ al
well a. 10XXl+1 dial.d calls). !bu., a call froa a Nev York City
bUlinesl ulina the f.ature that d•• ired to reach Nev Jer.ey or
Connecticut would bave to be made al an operator a••i.ted call
(1-1-. 0+) at op.rator allilted rat... Such call. co.t more than
normal 1+ dia1.d calli. lev, if any bUlinel1 cUltoaerl would want
to pay operator-alli.t.d ratel on .ach and .v.ry interLATA call.
New York Telephone i. not aware of any bUlin"1 cu.toaer alkiDI
for such blockina. Additionally, th. f.ature i. ba.ically
available only in NYT'I SISS, 1 ISS and DMS-100 .witchel.
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If a bUline'l cUltomer wanted callina to all international
locationl block.d at the local .witch, NYT would need to make
major routina and translation chancel that are sicnificantly
different and more complex than the interLATA reltrictions in
place for AOS cu.tomers. potentially additional .emory and other
equipment would be required in la.e central offices. Very
preliminary e.tiaatel indicate deployaent of such a service in
central officel where po•• ible would COlt in exce•• of $10
million. It should be noted that .elective blockine within the
809 NPA would require even more extenlive prolramming and call
processing chanles.

More sophi.ticated blockinl option., luch al blocking
individual line. for lelective international locationl, would
appear to be a -are probable reque.t froa bu.inel. cUltomers. The
feasibility of eo.plyinl with .uch a reque.t would need to be
evaluated on a ca•• by ca.e ba.i.. It would be dependent on the
type of switehine equip.ent in the central office fro. which the
customer i •••rv.d. So.. office. have limitation. that would
prevent the technical off.rina of .uch r.,ue.t.. lach Iwitch
would need to be evaluat.d for the fea.ibl1ity of .uch a feature.
the memory required, the interaction with other feature., and the
downstre.. repair and billine .,.t.. iapact.. ~ a leneral rule,
line by lin. re.triction. are ..ch .or. co.tly than the len.rie
class of service blockine done by ITT for COCOT. line•.

Even if cu.toaer .p.cific iat.rD&tional bloekina service were
evaluated, found fea.ibl. aDd i.,l...nted at rate. to cover the
cost of the service, th.re i••till a qu••tion of the
effectiven••• of .uch a ••rvic.. If a d.fraud.r retain.d the
ability to enter the interezcbaale carrier" network by first
dialinl a doae.tic call, and thea ".equ.ncina" the call., the
screeninl in the local carrier .-itch would have no i.pact on any
sub.equent international call..... in the interezcbanle carriers
network, since the cu.toa.r would be directly connected to the
interexchanae carrier, not to the local carri.r.

Another po•• ibility to acca.pli.b international blockinc would
be to block &11 direct dialed iateraational callina within a
central offic. aDd r.quir. all ca.ta.er. (bu.ine•• , re.idenee,
fovernaeat, etc.) .erved by the central office to u.e
lnterezchaD&e carrier.' operator.. Thi. option would be
technically fe••ible for NtT, but would cau.e a .evere deeradation
of service for cu.toaer. neediDf to aate lecitiaate international
calls and de.irine the lower prlce. for direct dialed call•.

The PBX OVDer can impl...nt effective re.triction•• includinl
the elimination of international acce•• entirely, by utilizinc
software a,plicatioDl. Approacbiaa the blockinc directly by u.ina
feature. Wl thin the PBX allow. ei.eh PIX cu.tOlllr the flezibili ty
to lIeet it. unique bu.ine•• neeel.. The recent aDDounc.ent that
NIT is blockina international call. traa .elected public phon•• at
Time. Square and other location. in aidtOVD Manbattan to h.lp 101'11
distance carri.r. crack down on r...ant telephone fraud i. beine
accompli.hed throulh the public telephone .et. not throulh the
local central offic••witch.
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Qt1ESTION NO.2:

Plea.e reference the attached C&P Telephone letter,
dated June 25, 1990, addre••ed to the PSC of Maryland.
which delcribe. an ov.r•••• call blockina option. It
this capability i. available to one of the aocs, why
is this service not available to NYNEI7

RESPONSE TO QUISTION NO.2:

C&P Telephone Company'. off.rina of an Overseas Call
Blocking service to itl COCOT. cu.tc.er., wb.r.by
directly-dialed international call. (~, call. dialed 011+
and 10XXX+Oll+) are blocked. i. alr.ady off.red by H.w York
Telephone Coap.ny to it. COCOI. cu.ta.er., althouch in a
somewhat differ.nt fora pur.uant to aD ord.r of the Hew York
State Public Service Comai•• ion. ITT'. LIDPAL (Liaited
InterLATA Dialina for Public Acee•• Line.) offerina to COCOT
customer. block. all interLATA directly-dialed c.ll. not
requirinc operator as.iltance <!.a., 1+. lOJXX+l+, 011+ and
lOXXX+Oll+). (See r••pon.e to Que.tion Ro. 1.)

AI witb C&P, MYr'1 blocki.. i. not available in all
office•• and i. available only to COCOI (and AOS) vendor•.
There hal been no market de.and for a fe.ture blocki~ all
interLATA directly dialed call. fro. other type. of llne•.
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QUESTION NO, 3:

Does MYNtI have any policy, either formal or ad hoc,
to reduce inter-excha..e carrier acce.. charle. where
the call. made were fraudulent? Ha. NYNEI discusled
this possibility with any IXC?

RESPONSE TO QttESTION NO, 3:

NIT hal no formal policy to reduce iDter-eschanle
carrier accel. charle. where the call...de were frauduleDt,
From time to tiae. however, N!T hal .ettled di,pute. with
inter-exchaDle carriers relardi.. liability for frauduleDt
calls; purluant to thOle lettl..ent•• M!T ha, ..de payaeDt. to
carriers. KIHEI ha. had di,cu•• ion. with iDter-eschaDle
carriers relardiDI the po•• ibility of reducina carrier acce••
charges for certain types of fraudulent call" e.l. callinl
card calls.
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ATTACHMENT C
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TfPC

W.·.... Emd
(ExttI"UI)

It's a billion-dollar-a year business that'S I-niDI biger every year. The United States
Secret Semce estimates that telecommunications fraud exceeded $1.2 bilJion in 1991.

Consumers in every state are paying more tbaD tbcy need to because of fraud and the issue
is of legitimate concern to regulators. local and 1011I distance companies aJilce...
Only throUlh tbe conc:ened effortS of everyone affected by fraud will itS costly impact be
reduced. if not eliminated.

There are maDy typeS of telecommunic:atioas fraud; oae of the most pernicious is
Subscription Fraud

A ICJitimate question to ask is: If the illdusuy is aware of the probJem, why doesn't it
establish procedures to eljminMe die frIud? ADd the amwer is: Many procedures are in
place to ideDtify IDd pmeDt poteJttiIl fraud. but more wOIIpCD are ..eded to successfu11y
combat those who CODIpire to defrlud local and laaa diJuIDce companies.

In some cases, '-tory JUide1ina ..... to promote UIIivenaI service frequently
eDabJe the persoa iDteDt aD fraud to pill __ to the DetWOI'k willa a minilnwp of
veriSabJe r...... 1..oD& distaJa compIIIi. wbich frecpwndy d. the lulest loss
from fraud, do DOt ... any iDput prior to a IUbIcribcr .... up for their.... Rather,
they are nodfied « tbeir seIecrioD after the fKt. The frIucl bowever, beIim jmmediately.

CaDs are made to IIId bridfed be-.. COUIa'ieI r.bIt 110 direct commcmiCllioG links.
such as me Middle s.. Calls from teID"iesed t such • priIoa te1epboQes or coin
te1ephomI are IClo1IlIUd •coJleer' aDd mea~ to dIIaDt poims,

In traDSportadca :1••11 or 011 __ cxa., 6....... -call .... optnIioa are
estIbIishecL A JocIl 'ttl ... operatar.... eta"". far audIatl'_ to biD a CIII to the
8C('(lI1Dt, wiD tee•• pGIIiIite. bill fnpvtnlem, accepcace. 1... ~ s:zo,ooo to $30.000 in a
sUllIe day ... bela ......

What CaD be~ 10 camet this wlDInIJiIiIy, to proteCt tbe OOM'1Ma who ulrjmptely
pick up • alb, DIN .. lID -r ....1, but -=II I*IY C8II piay a .FAen' rolie: the
local telepbaae «I' pws" the 10aI distIDce comp8IIYt stale ad f...... repl'ron,
1eJjs'lron aDd ClOloWQIIN:I'S.

'De .... '1.'s. OsFs, is tM ..t:: ., c--. till DO. art an"""" is
IDtIde. WbDe it ........ -.y to'"~_ a.la 011 die ......... it is etjft5cu1r
in pracdca Loc:al teIephaDe compuieI CIIl iznpaON their ee!aaiNilIU ." foJJowiDI these
steps:

• IIIidId SenIoI Leal teMpbaM- co rep.. d'"'' shcuJd be aware of
the typical profile of IIlIiCCOUDl set up for subIcriptioD fraud .

..
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• lat...... s..Ioe • Installation tectmicius can provide excellent inte1lilence before
fraud SWtS. VIrtUally t:Yery location requires OIl-sica work. since multiple tines are
ordered. The installer also will be one who can identify anyone on the premise should
an arrest OCCW'.

• CllStO.... Senin - Tclepboae a«olUuill, systems frequeJWy use billing thresholds
called high tOll DOIifien. The local telepbone c:ompeay sboukl evaluue the feasibility of
developq propams to impro¥e early cIIcectioD. Further inYestiption would be
necessary to cfemoasuate whetbel' or DOl fraud hu been committed. Moreover. where
special biUiDllDd collection CODtrICtS ailt betw8eD local telephone and long disrance
companies, additioJlll steps can be developed.

• Secartty DepartIMBc. 1'be privacy of commuaicatioas is a gufdiD& principle for local
telephone compaies and there are well cllftned procedures aad regulaions on what can
be done in~ lads or divuJIiDI~ to CXWIIII penies. The operations of
the local telep" compIIIY's Security 0epImDenc properly allow for the delcc:tion of
billing evasioa scbemes,. iDcluditJl accumuJadoa « daca thal em be used in a coun of
law. Cemsccpwmly, security mlcS,ln should work doIely with their internal
coordinates to izMsrip~suspect aCCQW1tL

• Prod_ DIe III,••c • DaII bile~ wWch apport a1terDaIe biUiIJI seMces C3I1
be enhaoced to cer added proteClioD. 1'lnIboIds to CtJUDl coIlec:t aDd bill to tbird
DUmber anempcs CD be deployed. New procIIIaI .. seniceI sbouId be aaaIyze4 for
fraud implicltionl prior to depIoymeaL E'M· w'leIItS to biIliD& systems shQuld
facilitate the idemUlcatioa aDd uadc:iDg of fraud lOIML

',. 41... oS7( . ' S baw 11II iDceNiYe 10 -...cy I1IbIcripcimI ba4 A 1011I disraDce
compay that JII'C*C'I ill 0WIl .......t (1:10. by WacMII cdI ha • pdJJem teJephooe
IDle) am beJp 1'1_ die iDduIay .... n. .. .."_ aJaII*iY <:all work
c:ooperatMIy willa _ 10cIl te"'" ,..... tbrauP tMir rlll*m. security
~ I:a _ .." etIons to iIP11"'1 laa"I•• cbill_ ..,. ...... aDd shut
down the fraId) .ria", iIIvalwmIm ~ tIIlI ...... law eaforcemeDr apaci_) will
beJp pmrem Us ....... to IDOdJer compay.

Where • c:aa&:r8Cl far' bmIiaI aiIII bertt•• die IaaJ 61.. ad 10cIl teilphoDe
COIIipl", me diD' 1M alIDJ*I1 stIouId .1'" to deIiIIIy of biIIiDI tapes.
De1MIy illlli. (.... eveIY 30 ca,s> ..., me __ cl the local
relephoDe con...". liP toll uocIIIr..., ...., sucb dIIays ... it IikJIJy that a
lq diPaDOe 0iJIIIl., wiD be yjnimiW by dll6aaad1n.

.S to NaII"j- ed suppart die irrt .,'..... DIId to recIuce
telecM'M' ".. u.. lie DDt ..,.-, lIIih.-..et aDd ., DOC ...... to
iJDpIcl state teJiT'••• ( C8II j1IriIdiQioa).
Ne\-atbelell, m.. .. ....,. iD lila ' 11 <. · it claM ill me
local market:. The dill'", campMieI NCiJIW trc. caUers.
1be local ~ must also recDNl i1I _mi ..-(~
iamDltkm. iJMIt:ipdoa, discoaDectioa. adjusrmeam. erc.), as weD as 1GUeI from line
reacals aDd local usap..

+
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~ CODCemS about noadiscriminatio aad prWacy are shared by alL However.
repIators Deed to permit the local~ company sutftdenr tllXlbility-when
negotiatial DeW semca--tO taU tepimaae pr..uoas to proteet itseJf, irs race payers. and
iDdeed, even t1Ie iDdusuy. This may iJIrWe requiriDa positiw idenrilarion from
app1icatioDS. Some lf8Iler lalitu* is aIIo appropriate wbeD the te1epboDe company
suspectS that fraud will LiDJy ....... .... UllCDueetibles. as with Sublcriptioa Fraud
Tunely pre-billiDl correcIiW aaioD ,baWd • J*ee SO that losses do not escalate. while.
for example, W!'iu.s WII'Dinp of suspemioa •• mailed.

Te1epboae custOIDm CIJl play aD~ *- .,,; repcxtiDI iDcideDa of suspected fraud
to their local t......DBe compIIIy bnsiDlSS om.. Caution is appropriate. aDd their timely
referrals arc appncWed.

Subscription Fraud-ad 111 t~"'_ fraud-pentlius each c:oasumer. the
iDdusDy. aDd the wbaIe eeooomy. No 011I II..... rJ. the iDdusay QD c:ombu fraud
effeaiYe.ly. but cODOll't*f aaioD c:a chI. die uad liM of JIIUIIIroomi"l 10lleS. Above
all, f1e,a'biJit.y aDd speedy coaperar.ion are DII lied. 0. IIDIIt remember that fraud is big
busiDesl. aDd die I". are dramatic 0. .. expect that the defrauders will be as
im'lineti¥e aad r.m- in me fuuJre IS tbey ... bee:D in the plSL So must be thole who
will bmIe teleco"'JlEualcatioas fraud.


